Configuring Shared Storage with VMware and a Synology NAS
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Overview

Hi all - Welcome to my channel, I'm Alex Hubbard, I'm a Senior System Administrator and Cybersecurity
Engineer. | have over 15 years of experience in the IT field. If you're new to the channel, please
subscribe below. If you've been here before, welcome back. Be sure to check out my Instagram
@ach_sysadmin.

Today we are going to take a look how to setup a Synology NAS as shared storage for a VMware vCenter
cluster. My goal is to provide a full guide on how to set this configuration up in your homelab. These
steps should work on just about any Synology that supports iSCSI. Hold on because this is going to be a
rather...lengthy...tutorial. | will have a full write up over at my blog site, achubbard.com.

To give you a little background on my environment, | have 2 Dell hosts and a Synology DS1619xs+ NAS.
My network stack is fully Ubiquiti Unifi. | have 2 Ubiquiti 10Gb switches providing the backbone for my
storage network.

Network Topology

Let's start off with looking at the layout of my storage network. This Visio diagram shows how both of
my hosts and my Synology DS1619xs+ are connected. | find it helpful, when | am building out a network,
to see how it is laid out physically. Each host has a 2-port Intel X520-DA2 10Gb NIC. The Synology has a
2-port Synology branded 10Gb NIC. As | stated above, | have 2 Ubiquiti Unifi 10Gb switches. My 2 hosts
and my Synology each connect 1 of their NICs to each switch. | have 2 VLANs for my storage network,
VLAN100 and VLAN101. Each system has 1 connection VLAN100 and 1 connection VLAN101. Way
overkill for a home network, | know.

It should be noted that | have chosen the below subnets (IP Ranges) for my storage network. You can
use anything you'd like, but this is what | decided upon. | do not have DHCP configured on these
networks, so you will need to assign static IPs.

Subnets:
VLAN100 - 10.10.100.x/24
VLAN101 - 10.10.101.x/24

ACH-ESX01 ACH-ESX02

ACHSW-10GB-1

ACH-NAS01

Unifi Configuration

Login to your Unifi controller. In my case, | am logged into my UDM-Pro and am running the classic
interface. Keep in mind, there are some difference between the current interface and the classic one.
That is another conversation for another day. We need to create our storage VLANs.

Create VLANs 100 and 101
Navigate to Settings > Networks and click on the "Create New Network" button at the bottom.
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o Network

SETTINGS Networks

Site [ Y U v ‘ SUBNET SUBNET IPV6
Wireless Networks
Networks 2
Routing & Firewall
Threat Management
DPI

Guest Control

Profiles

Services

User Groups

Network Application
User Interface

Maintenance Items per page: 50

Backu
5 + CREATE NEW NETWORK 3

Give your VLAN a name. | opted for "iSCSI-100" - it is set to "VLAN Only" and has a VLAN number of 100.
You can call this whatever you'd like. Repeat these steps for VLAN101.

SETTINGS Networks

Site EDIT NETWORK - ISCSI-100
Wireless Networks

Networks

Routing & Firewall

Threat Management

DPI

Guest Control

Profiles

Services

Enable Jumbo Frames on both 10GB Switches

Next, we need to enable Jumbo Frames on both of our Ubiquiti 10Gb switches. A jumbo frame has a
payload that is greater than 1,500 bytes, which is the standard MTU or Maximum Transmission Unit.
Since we will be configuring our MTU to be 9,000 bytes across our 10Gb storage network, we need to
enable this.

Go to Devices within your Unifi controller. Find your 10Gb switch(es). Click on either one.

IPADDRESS EXPERIENCE UPTIME

Once in the configuration panel of your 10Gb switch, move to the settings button (1) and expand the
"Services" tab. Enable Jumbo Frames (2). You will need to enable Jumbo Frames on both switches.
Repeat this for both 10Gb switches.
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Enable jumbo frame

Enable flow control

Enable 802 1X control

Configure Port Settings

On my first 10Gb switch, ACH-SW-10GB-1, | am using the first 3 ports for my iSCSI connections. | have
configured each of the 3 ports (1 for ESX01, 1 for ESX02, 1 for SAN) that | am using to be on VLAN100.
From Devices in your controller, find your first 10Gb switch. Click it. Navigate to the ports tab. Click the
blue pencil edit button.

Give the port a name, this will help you distinguish it later on. Select your Switch Port Profile to be your
VLAN that you created above. In this case, it will be iSCSI-100, which is my VLAN100. Repeat this for the
other 2 ports.
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On my second switch, ACH-SW-10GB-2, the process is exactly the same, with the exception of the
VLAN. We will set each port to use the Switch Port Profile of iSCSI-101, or VLAN101.

Go back to devices, find your second switch, select the ports menu. Find your port and hit the blue
pencil edit button next to it. Name your port and set it's Switch Port Profile to iSCSI-101. Repeat these
steps for each of the ports you will be using on your second switch.

ACH-NAS

Synology Configuration
Now that we have our VLANs and switch ports configured, let's take a look at our Synology RS1619xs+.
Login to the administrative interface, find the Control Panel icon and click it.
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Control Panel

Click on the Network Icon within Control Panel.

;. Control Panel

File Sharing

Shared Folder

Connectivity

External Access

System

Select Network Interface to display your network connections. On my Synology DS1619xs+, | have a 2-
Port 10Gb NIC installed. It shows in DSM as LAN 5 and LAN 6. This is what we will use for our iSCSI traffic.

Jl control panel

f Q

Shared Folder

B File services

.

ma User & Group

B Dpomain/LDAP

© External Access

2 Network

° Security

Bl Terminal & SNMP

Start with LAN 5, highlight it by clicking on it. Hit the edit button. Assign it the IP information for

File Services

/\

e
Metwork

User & Group

Security

Domain/LDAP

Terminal & SNMP

General Network Interface Traffic Control Static Route Connectivity

Create ~ Manage -
LAN 1 DHCP

[ o]
Connected 192.168.25.166
LAN 2 DHCP

[ ]
Connected 192.168.25.167
LAN 3 DHCP

[ o]
Connected 192.168.25.169
LAN 4 DHCP

[ o]
Connected 192.168.25.171
LAN 5 Static IP

e
Connected 10.10.100.170
LAN 6 Static IP

[ o]
Connected 10.10.101.180
PPPoE

VLAN100 indicated below. Click ok when you are finished populating the fields.

LAN 5 IP Information:

IP Address: 10.10.100.170
Subnet Mask: 255.255.255.0
Gateway: 10.10.100.1

DNS: 10.10.100.1 (Not really needed in this situation)

Additionally, you need to check off the box "Set MTU value manually" and assign it a value of 9000.
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Manage -

N1 DHCP
nected Edit
N2
1Py IPv6  802.1X
nected
N3 Get network configuration automatically (DHCP)
nected
® Use manual configuration
N4
1P address 10.10.100.170 @
nected
Subnet mask: 255.255.255.0
N5
nected Gateway: 10.10.100.1
e DNS Server: 10.10.100.1
neced Set as default gateway
PoE ' Set MTU value manually
MTU value 9000 -

ERS0Te VIAN (802,100 T

Cancel

Repeat the above steps for LAN 6, they are identical, with the exception of the IP
information. Populate LANG6's fields and click ok.

LAN 6 IP Information:

IP Address: 10.10.101.180

Subnet Mask: 255.255.255.0

Gateway: 10.10.101.1

DNS: 10.10.101.1 (Not really needed in this situation)

Additionally, you need to check off the box "Set MTU value manually" and assign it a value of 9000.

General Network Interface  Traffic Control  Static Route Connectivity

Create - Edit = Manage -
LAN 1 DHCP
[ o]
Connected Edit
LAN 2
o IPvA  IPV6  802.1X
Connected
LAN 3 Get network configuration automatically (DHCP)
[ o]
Connected
® Use manual configuration
LAN 4
= IP address: 10.10.101.180 @
Connected
Subnet mask: 255.255.255.0
LAN 5
Connected Gateway: 10.10.101.1 i
LAN 6 DNS Server: 10.10.101.1
d
Connecte Set as default gateway
PPPoE + Set MTU value manually
MTU value: 9000 =

ETa0IE VAN (80Z.TQT T

Storage Manager
Jump out of the networking section of your Synology and locate the Storage Manager icon. Click it. We
need to create a storage pool and volume.

Storage Manager

Since this is a new SAN and has nothing on it, we will need to run through the initial setup wizard. This
requires us to create a storage pool, and then a volume. We need to do this prior to configuring our LUN
or iSCS| target. Click the start button.
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& overview
O storage

@ Hoo/sso
Storage Creation Wizard

Start to create storage pools and volumes

i i d b d
LA A 4 beec s
Before data can be stored on your Synology NAS, please create at least one volume and storage pool. & storage
pool i created through the agaregation of ane or mltiple drives, and a volume is created o a storage po and
is where all your data ar stored. lease follow the wizard to start creating  storage pool an volume.

Presently | only have 2x 16TB Seagate Exos drives in my DS1619xs+, as such, | am going to select the
RAID type to be RAID 1. This is a mirrored array. Friendly reminder that RAID is not a backup. Give your
storage pool a description. Click the next button.

Storage Creation Wizard

Configure storage pool property

RAID is a data storage virtualization technology that aggregates multiple drives into a storage pool. Different
RAID types provide different levels of performance, storage capacity, and reliability.

RAID type: RAID 1 - i

* Minimum number of drives: 2

= Drive fault tolerance: Total number of drives used - 1

RAID 1 is most often implemented with two drives. Data on the
drives are mirrored, providing fault tolerance in case of drive
failure. Read performance is increased while write performance is
similar to that of a single drive. A single drive failure can be
sustained without data loss. RAID 1 is often used when fault
tolerance is key, while capacity and performance are not critical
requirements. Please note that the capacity of a3 RAID 1 storage
pool cannot be expanded by adding drives.

Storage pool description (optional): ACH Storage Pool 1| l

Add the available drives to the storage pool array by dragging them from the left to the right. Then click
the next button.

Storage Creation Wizard

Configure drives

Please drag at least 2 drives to create a storage pool with the RAID type of RAID 1.

~ RS1619xs5+ Storage Pool (RAID Array 1)

g 2 - SATA / HDD 14.6 TB Q 1- SATA /HDD 14.6 TE X

Estimated capacity: -

It should look like this when you are done. Click the next button again.

Configuring Shared Storage with VMware and a Synology NAS Page 7



Storage Pool (RAID Array 1)
g 1 - SATA / HDD 14.6 TB X

E 2 - SATA / HDD 14.6 TB X

Estimated capacity: 14.5 TB

For this tutorial, | am going to skip the drive check as these drives brand new, and I've already run
through this several times as I've taken screen shots and video. You may wish to have your Synology
check your drives depending on your situation. Make your selection and hit the next button.

Storage Creation Wizard

Drive check

Performing a drive check can automatically reconfigure a drive, thereby reducing the risk of data access errors.

Perform drive check
Drive check may take a longer time because it is performed simultaneously during storage pool creation.
@ Skip drive check

Drive bad sectors will be reconfigured only when the bad sectors are being accessed.

You can enter the allocated size of the volume. | opted to hit the max button to use the full capacity.
Give your volume a description and then hit the next button.
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Storage Creation Wizard

Allocate volume capacity

Storage Pool: Storage Pool 1 (RAID 1)

Total capacity: 14897.4 GB

Available capacity: 14897 GB

Modify allocated size: 14897 Max i
Volume description (optional): ACH Volume 1| ]

You'll want to select your file system. | am leaving it at the default of Btrfs. Do your homework on what
file system will work best for your environment.

Storage Creation Wizard

Select a file system

® Birfs (recommended)

The Btrfs file system supports advanced features including shared folder snapshots and replication, shared
folder quota, and advanced data integrity protection.

extd

The ext4 file system is widely used in the Linux operating system and can be easily migrated to RackStation
running earlier versions of DSM.

More information about choosing file systems

Confirm your settings and hit the apply button.
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Storage Creation Wizard

~ Storage Pool
Storage pool description
RAID type

Drive type

RAID Array 1

Estimated capacity

~ Volume

Allocated capacity
Volume description

File system

ACH Storage Pool 1
RAID 1

SATA HDD

Drive 1, Drive 2

14897 GB

14897 GB
ACH volume 1

Btrfs

Back

Note — when you create your storage pool and volume, any data on it will be wiped. You have

been warned.

~ Storage Pool
Storage pool description
RAID type

Drive type |
RAID Array 1 |
Estimated capacit)]: sure you want to continue?
- Volume |

{
Allocated capacity

Volume description

File system Bt

ACH Storage Pool 1

RAID 1

All the data on the newly added drive will be erased. Are you

W y

rfs

Back

At this point we've successfully created a storage pool and a volume. We can now move to the SAN

Manager and create our target and LUN.

b storage Manager

Create ~

2y

Info
RAID type:
Maximum drive number per RAID:

B overview Schedule Data Scrubbing ~ Hot Spare  SSD Cache Advisor

[ storage A Storage Pool 1 - ACH Storage

Healthy
Storage Pool 1

Volume 1

@ Hoo/sso

Data Scrubbing
Status:

Completed on:

Drive Info
Device Drive Number / Type

ACH-NASO1 Drive 1 (HDD)

ACH-NASO1 Drive 2 (HDD)

Volume 1 - ACH Volume 1
% Healthy

SAN Manager

Find the SAN Manager icon on your Synology and click it.

Global Settings

14.578

RAID 1 (With data protection)
4

Ready

Run Now

Never performed yet

Drive Size

14.6 T8

14678

79.3M8/ 1478

Apply

Apply

Allocation Status
Normal

Normal

0%
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SAN Manager

If this is your first time opening the SAN Manager, you may see the help menu. Check off "Do not show
this message again" and click ok

&3 overview
B Healthy

Your iSCSI services are working well.
@ iscsi

Let Synology Storage Console help X

@) Fibre Channel

Synology Storage Console for VMware/Windows is a management o = Event
El Host tool that provides more efficient virtualization deployment and

optimizes transfer performance and connection stability. Learn O
® Snapshot more )

Settings |
u g I,\\)_' Get Storage Console at Download Center > Desktop Utilities
Do not show this message again
Click on LUN and then click the button Create.
:‘%, SAN Manager
& overview
B LunN
@ iscsl
%) Fibre Channel
E] Host
8 Snapshot
£} settings
Mo LUNs

Give your LUN a name and description. Select the volume on which your LUN will reside, it's size and
space allocation. Check the box for space reclamation and hit next.
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LUN Creation Wizard

Set up LUN properties

Name: ACHLUN
Description: ACH VMware LUN
Location: Volume 1 (Available capacity: 14301 GE =

Total capacity (GB): 14301

Space allocation: Thin Provisiening (flexible storage allocz: = 4

v Space reclamation i @

Select iSCSI and choose the target you will use. Click next

LUN Creation Wizard

Select SAN protocol for the LUN

® iSCSI

Choose an iISCSI target for the LUN

[ Synology iSCSI Target (Recommended) -

We suggest mapping your LUNs to Synology iSCSI target and managing access
permissions with the host feature. (Learn more)

Back

For now, select "Allow All" - we will come back later to configure permissions and tighten things up.
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LUN Creation Wizard

Set the permissions

Set permissions for hosts and initiators to the LUN. Learn more about hosts and initiators.

® Allow all

Grant read/write permission to all hosts and initiators by default.

Custom

Set permissions for each host. Initiators not added as hosts are not allowed to access
the LUN. I}

Mo hosts. Add a host to manage IQNs/WWPHNs and LUN
permissions.

Back

You will now see the summary of the changes that we've made. Click the done button.

LUN Creation Wizard

Confirm Settings

Item Value

LUM name ACHLUM

Description ACH VMware LUN

Location Volume 1 {Available capacity: 14301 GB) - btrfs
Total capacity 14301 (GB)

Space allocation Thin Provisioning

Space reclamation Enabled

Mapping iSCSI (Synology iSCSI Target)

Permission Allow all

You've now created your LUN.
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{5 SAN Manager (R = R

E Overview Create Edit Delete Clone Defrag -~

g LUN g ACHLUN - Health -
Located on Volum , ISCST 0 Bytes / 14 TB

@ iscs1 Status: Healthy

N Description: ACH VMware LUN

@ Fibre Channel Total capacity: 14 7B

B Host Used: 0Bytes 1
Space allocation: Thin Provisioning

@ snapshot Advanced features: d d zeroing, Hard d locking, Hard

assisted data transfer; Space reclamation, Snapshot

£ settings Location: Volume 1

__ Vvolume Status: Healthy

= Log Permission: Allow all

Mapped targets

Synology iSCSI Target Ready
Click on iSCSI on the left.
8 SAN Manager ? — A X
B Overview Create Edit Delete Disable
8 wn @ Synology iSCSI Target - Ready =
iqn.2000-01.com.synology :ACH-NASO1.default-target. 7bfd12dbdca
Name: Synology iSCSI Target
IQN: ign.2000-01.com.synology: ACH-NAS01.default-target. 7bfd12dbdca
@ Fibre Channel (Copy I0N)
Service Status: Ready
E] Host
Authentication: Mutual CHAP
@ Snapshot Multiple Sessions: Enable
Header digest: Disable
£ Ssettings Data digest: Disable
Maximum receive segment bytes: 262144 Bytes
Maximum send segment bytes: 262144 Bytes

Mapped LUNs

Used / Total Status

ACHLUN 0 Bytes / 14 TB Healthy

Click on the Edit button.

Create Edit Delete Disable

@ Synology iSCSI Target - Ready
ign.2000-01,com.synology :ACH-NAS01.default-target.7bfd1 2dbdca

Name: Synology iSCSI Target

Check off both "Enable CHAP" and "Enable Mutual CHAP" - Give each one a name and password
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Edit X

General Advanced Mapping Network Binding

Mame: Synelogy iSCSI Target

IQM: ign.2000-01.com.synology :ACH-NASC

' Enable CHAP

Mame: sanchap

Password: srenserEenen

' Enable Mutual CHAP

Mame: sanmutchap

Password: T TITETT I

Cancel Save

Move over to the Advanced tab. Check off the box "Allow multiple sessions from one or more iSCSI
initiators" - this will allow you to present this LUN to both of your ESXi hosts.

Edit X

General Advanced Mapping Network Binding

CRC Checksum
Header digest

Data digest

| Allow multiple sessions from one or more iSCSI initiators

To avoid risk of significant data corruption, please make sure you are operating in
a cluster aware filesystem.

Maximum receive segment bytes: 262144 -

Maximum send segment bytes: 262144 -

Cancel Save

Moving over to the Network Binding tab, check off the NICs that you will be using to present this LUN to
Vmware. Click the Save button. You want to make sure it is limited to just your 10Gb NICs (if that is what
you are using) - otherwise your Synology will use any of the available links.
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Edit X

General Advanced Mapping Network Binding

You can select specific network interfaces to access this iSCSI target.
All network interfaces

® Only selected interfaces

- rk Interface = Status IP address
LAN 2 Connected 192.168.25.167
LAN 3 Connected 192.168.25.169
LAN 4 Connected 192.168.25.171
v  LAN S5 Connected 10.10.100.170
L LAN 6 Connected 10.10.101.180

Cancel Save

Vmware Network Configuration

Login to your vCenter appliance. Select your first host. In my lab, | am using ACH-ESX01.
You'll need to duplicate these steps on your second host.

ACH-ESX01 -iSCSI01 IP: 10.10.100.162
ACH-ESX01 -iSCSI02 1P: 10.10.101.163

ACH-ESX02 -iSCSI01 IP: 10.10.100.152
ACH-ESX02 -iSCSI02 IP: 10.10.101.153

Navigate to the configure tab. Scroll down until you find the Virtual switches section. Then click on Add
Networking.

vSphere Client
< .
[ ach-esxOlachubbard.local | :acrions
I Summary  Monitor Permissions  VMs  ResourcePools  Datastores  Networks  Updates
storage ~ || Virtual switches [0 nerwomanc.. ] rerresn

Storage Adapters
 _Standara Switch: LAB_LAN_SW v

Name v e v owan v | comnectees

& ACH-NETMONO!

; No items found
& ACH-NEXTCLDO!

Physical adapters

& ACH-VEEAMOT

Select Vmkernel Network Adapter and click next.
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ach-esx0l.achubbard.local - Add Networking

1 Select connection type Select connection type

2 Select target device Select a connection type to create.

3 Port properties

4 IPv4 settings

5 Ready to complete

© vMkernel Network Adapter

The VMkernel TCP/IP stack handles traffic for ESXi services such as vSphere vMotion,

iSCSI, NFS, FCoE, Fault Tolerance, vSAN, host management and etc.

() Virtual Machine Port Group for a Standard Switch

A port group handles the virtual machine traffic on standard switch

() Physical Network Adapter

A physical network adapter handles the network traffic to other hosts on the network

CANCEL NEXT
El
Select New Standard Switch. Set the MTU to 9000. Click next.
ach-esx0Olachubbard.local - Add Networking X
+ 1Select connection type Select target device
2 Select target device Select a target device for the new connection.
3 Create a Standard Switch
4.Port properties -:_: ) Select an existing network
5 IPv4 settings
6 Ready to complete
-:_: ) Select an existing standard switch
© New standard switch
MTU (Bytes) g00q|
CANCEL NEXT

Click the + sign to add your physical network adapter to your virtual switch. We will select vmnic5 for

iSCSI01. We will use vmnic4 when repeating these steps for iSCSI02.
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ach-esx0Ol.achubbard.local - Add Networking X

+ 1Select connection type Create a Standard Switch

+ 2 Select target device Assign free physical network adapters to the new switch.

3 Create a Standard Switch

4 Port properties

Assigned adapters

5 IPv4 settings

6 Ready to complete Active adapters
Standby adapters

Unused adapters

Select a physical network adapter from the
list to view its details.

CANCEL
Select your network card. Click ok.
Add Physical Adapters to the Switch X
Network Adapters All Properties CDP  LLDP
W vmnic3
= Adapter Intel(R) 82599 10 Gigabit Dual Port Network Connection
i vmnicd ;
Name vmnics
Location PCI 0000:06:00.1
Driver ixgben
Status
Status Connected
Actual speed, Duplex 10 Gbit/s, Full Duplex
Configured speed, Duplex 10 Gbit/s, Full Duplex
Networks No networks

Network I/O Control

Status Allowed
SR-1OV
Status Disabled

Cisco Discovery Protocol
(D) Cisco Discovery Protocol is not available on this physical network adapter

Link Layer Discovery Protocol
Gj Link Layer Discovery Protocol is not available on this physical network adapter

Click next.
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ach-esx0Ol.achubbard.local - Add Networking X

+ 1 Select connection type Create a Standard Switch
+ 2 Select target device Assign free physical network adapters to the new switch.
3 Create a Standard Switch
Assigned adapters All Properties CDP  LLDP
4 Port properties g P P
i + &3
5 IPv4 settings | e Adapter ntel(R) 82599 10 Gi
6 Ready to complete Active adapters Connection
Location PCI Q000:06:001
Standby adapters Driver ixgben
Unused adapters
Status
Status Connected
Actual speed, Duplex 10 Gbit/s, Full Duple
Configured speed, Duplex 10 Gbit/s, Full Duple
Networks No networks

Network I/O Control

Status Allowed
SR-IO0V
Status Disabled

Cisco Discovery Protocol

CANCEL BACK NEXT

Give your Vmkernel a label. | am labeling this one as iSCSI01. Click next.

ach-esx0Ol.achubbard.local - Add Networking x
+ 15elect connection type Port properties
+ 2 Select target device Specify VMkernel port settings.

+ 3 Create a Standard Switch

3 VMkernel port settings
4 Port properties
| iscsiof| !

Network label
5 IPv4 settings

6 Ready to complete VLANID None (0) W,
IP settings 1P
MTU Get MTU from switch 900C
TCPR/IP stack Default v

Available services
Enabled services O wMotion
= Provisioning
[ Fault Tolerance logging
[ Management
O vSphere Replication
= vSphere Replication NFC
Owsan
[ vSphere Backup NFC

CANCEL BACK NEXT

Enter the IP information for iSCSIO1 and click next. You can ignore the default gateway and DNS settings
for this tutorial.

IP Information:
ACH-ESX01 - iSCSI01 IP: 10.10.100.162
ACH-ESXO01 - iSCSI02 IP: 10.10.101.163

ACH-ESX02 -iSCSI01 IP: 10.10.100.152
ACH-ESX02 -iSCSI02 IP: 10.10.101.153
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ach-esxOl.achubbard.local - Add Networking X

+ 15elect connection type IPv4 settings
+ 2 Select target device Specify VMkernel IPv4 settings.

+ 3 Create a Standard Switch
+ 4 Port properties

5 IPv4 settings

() Obtain IPv4 settings automatically

6 Ready to complete ° Use static IPv4 settings
IPv4 address 10.10.100.162
Subnet mask 255.255.255.0|
Default gateway |:| Ovwerride default gateway for this adapter
DMS server addresses 192.168.25.252

CANCEL BACK NEXT

Verify your settings. You're creating a new virtual switch called vSwitchl (we'll rename this later) and it
is using physical NIC, vmnic5. It's MTU is set to 9000. A new port group, iSCSI01, will be created. The port
group will have an IP of 10.10.100.162. If you're satisfied with your settings, click the finish button.

ACH-ESXO01 - iSCSI01 Summary

ach-esx0l.achubbard.local - Add Networking x

Review your settings selections before finishing the wizard.

+ 15elect connection type

+ 2 Select target device )
New standard switch vSwitchil
+ 3 Create a Standard Switch Assigned adapters Yvmnics
+ 4 Port properties Switch MTU 2000
_ New port group ISCSION
+ 5 IPv4 settings VLENID Nons (0)
vMotion Disabled
Provisioning Disabled
Fault Tolerance logging Disabled
Management Disabled
vSphere Replication Disabled
vSphere Replication NFC Disabled
VSAN Disabled
vSphere Backup NFC Disabled
NVMe over TCP Disabled
NVMe over RDMA Disabled
NIC settings
MTU 9000
TCP/IP stack Default
IPv4 settings
IPvd address 10.10.100.162 (static)
Subnet mask 255.255.255.0

CANCEL BACK FINISH

ACH-ESXO01 - iSCSI02 - Summary
Repeat the above steps with these settings.
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ach-esx0Ol.achubbard.local - Add Networking P

Review your settings selections before finishing the wizard.

+ 1 Select connection type

+ 2 Select target device ) )
New standard switch vSwitch2
+ 3 Create a Standard Switch Assigned adapters vmnicd
+ 4 Port properties Switch MTU 2000
. Mew port group iISCSI02
+ 5 |IPv4 settings AN D Nons (0)
6 Ready to complete vMotion Disabled
Provisioning Disabled
Fault Tolerance logging Disabled
Management Disabled
vSphere Replication Disabled
vSphere Replication MFC Disabled
VSAN Disabled
vSphere Backup MFC Disabled
NVMe over TCP Disabled
NWMe over RDMA Disabled
NIC settings
MTU 9000
TCP/IP stack Default
IPv4 settings
IPv4 address 10.10.101.163 (static)
Subnet mask 2585.255.2550
CANCEL BACK FINISH
ACH-ESX02 - iSCSI01 - Summary
ach-esx02.achubbard.local - Add Networking X

Review your settings selections before finishing the wizard.
+ 1 Select connection type

+ 2 Select target device . .
New standard switch vSwitch3
+ 3 Create a Standard Switch Assigned adapters wmnics
+ 4 Port properties Switch MTU 2000
_ New port group ISCSION
+ 5 IPv4 settings WLAN D None (0)
vMaotion Disabled
Provisioning Disabled
Fault Tolerance logging Disabled
Management Disabled
vSphere Replication Disabled
vSphere Replication NFC Disabled
VSAN Disabled
vSphere Backup NFC Disabled
NVMe over TCP Disabled
NVMe over RDMA Disabled
MIC settings
MTU 9000
TCP/IP stack Default
IPv4 settings
IPv4 address 10.10.100.152 (static)
Subnet mask 255.255.255.0

CANCEL BACK FINISH

ACH-ESX02 - iSCSI02 - Summary
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ach-esx02.achubbard.local - Add Networking x

Review your settings selections before finishing the wizard.

+ 1 Select connection type

+ 2 Select target device

New standard switch vswitchd
+ 3 Create a Standard Switch Assigned adapters vmnicd
+ 4 Port properties Switch MTU gooo
. New port group iISCSI02
+ 5 |IPv4 settings VLAN D None (0)
otion Disanied
Provisioning Disabled
Fault Tolerance logging Disabled
Management Disabled
vSphere Replication Disabled
vSphere Replication NFC Disabled
VSAN Disabled
vSphere Backup NFC Disabled
NWvMe over TCP Disabled
NVMe over RDMA Disabled
NIC settings
MTU Q000
TCP/IP stack Default
IPvd settings
IPv4 address 10.10.101.153 (static)
Subnet mask 255255255.0

CANCEL BACK FINISH

Renaming Virtual Switches - *OPTIONAL STEP*

If you pull the drop down, you'll see our 2 new switches, vSwitch1 and vSwitch2. You can leave them as
is, or, if you're like me, and that general name drives you crazy, we can rename them. One thing you
should note, if you are doing this right on ESXi, you can name these switches. But when building this out
in vCenter, it doesn't let you name the switch. To try and reduce the length of this tutorial, | am only
showing how to rename vSwitch1 and vSwitch2 on ACH-ESX01. The process is identical for ACH-ESX02.

Virtual switches

< Standard Switch: LAB_LAN_SW

Standard Switch: LAB_LAM_SW
| Standard Switch: LAB_WAMN_SW
| Standard Switch: vSwitchD |
| Standard Switch: wSwitch2
T = Physical Adapters

Open up PuTTY and SSH to your host.
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#2 PuTTY Configurstion ? x

Categony:
E S_esswon Basic options for your PuTTY session

i Ter‘rnLi:ilging Specify the destination you want to connect to

o Host Name (or IP address) Port
ach-esx01.achubbard local 22
Connection type:
©ssH Serial Other:  Telnet ~

Load, save or delete a stored session

Saved Sessions

Default Settings Load
WinSCP temporary session
Save
Delete
= SUPDUP Close window on exit:
JMways (O Never € Onlyon clean exit
About Help Cancel

Run the command:
configstorecli config current get -c esx -g network_vss -k switches > achswitches.json

@ ach-esx(01.achubbard.local - PuTTY

This will create a json file. You can then use WinSCP to grab the file. Open up WinSCP and connect to
your host.

Locate the file named: achswitches.json and copy that to your desktop.

f<roots v [B - [[]~ d= m & | B FindFiles | T
Ed@l Download ~ | [] Edit ~ 3 o [ Properties | £ New -
I
~
Nare Size Changed Rights Owne
include 11/23/2021 9:07:03 AM TWXT-XF-X root
lib 11/23/2021 9:01:03 AM PWXT-XT-X root
lib64 11/23/2021 9:01:06 AM WX T=XP-X root
2 locker 11/23/2021 9:01:34 AM naXrwxrwx  root
opt 11/23/2021 9:01:068 AM PWKT-KI-X root
proc 1/6/2022 5:56:12 AM PWKT-XF-X root
2 productLocker 11/23/2021 9:01:46 AM nwxrwxmx  root
[2]- shin 9/17/2021 12:1%:45 PM WX PR MAGE root
[2)- scratch 11/23/2021 9:01:36 AM naXrwxrwx  root
[ store 1172372021 5:01:36 AM naXrwxrwx oot
tardisks 1172372021 8:01:04 AM P =X - root
tardisks.noauto 11/23/2021 9:00:57 AM TWXT-XF-X root
tmp 1/6/2022 5:56:07 AM P racrwt: root
tools 11/23/2021 9:01:38 AM raxrwxrwt oot
usr 11/23/2021 9:01:03 AM PWKT-XF-X root
1172372021 8:01:34 AM FUX XX root
11/23/2021 8:01:03 AM WX T-XT-X root
11/23/2021 9:01:03 AM WX =XF-X root
G6KB  1/6/2022 5:54:51 AM PW-r-=r-- root
409KB  9/17/2021 12:18:57 PM r-=r--r-- root
D bootpartdkn.gz 284KB 971772021 12:12:57 PM Fe-r--f-- root
D local.tgz G2KB 11/23/2021 8:18:40 AM F-X------ root
JBof 758 KB in 0 of 27 2 hidden
=] SFTP-3 0:13:39

Open the .json file in Notepad++, locate your vSwitchl and vSwitch2. These are our iSCSI vSwitches.

vSwitch1 = iSCSI-SW01
vSwitch2 = iSCSI-SW02
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[* achewitches jso

152 o fnics": [

154 "vmnici"”

155 | 1

156 r Ty

157 ——rre———ee

158 | "name": "vSwitchl™,

158 = T DOIICY . 1

160 "nic teaming": {

161 = "active_nics": [

162 "ymnic5™

NIES. | 1.

164 "link criteria pbeacon": "IGNORE",
165 "notify switches": true,
166 "policy"™: "LOADBALANCE SRCID",
167 "rolling order": false,
1e8 "standby_nics": []

168 r T,

170 B "security™: {

171 "allow_promiscucus": false,
172 "forged tramsmits": true,
173 "mac_changes": true

174 r T

175 = "traffic shaping": {

176 "enabled”: false

177 L }

178 - T

178 = "port_groups"™: [

180 S {

181 "name": "iSCSI-PGOL1",
182 "vlan id":

183 r }

184 i 1

185 F b

186 -] {

187 "bridge™: {

188 = "link discovery protocol”: {
188 "operation”: "LISTEN",
180 "protocol™: "CDPT

191 E T

1392 = "nics": [

183 "vmnic4"”

194 - 1

185 | by

196 ey "

197 "name"

198 = H ToLIicy s 1

199 "nic_teaming”: {

200 "active nica": [

Rename the switches and save the file. Copy it back to your ESXi host with WinSCP.

Configuring Shared Storage with VMware and a Synology NAS Page 24



|=| achswitches json E1 l

r 1
- b
o
|"name": "iscsI-swoiv, |
E Tpolicy™: {
Teami
= Mactive [
ea "IGHMCRE"™,
: r
"LOADBRLANCE SRCID",
er™: 1
1 =
175 H

5 Tymnic4™
1
- I
L
"name": "iSCS:—Sh‘OE”,I
= ToITCyT T 1

Jump back into your PuTTY session. Run the following command:
configstorecli config current set -c esx -g network_vss -k switches -i achswitches.json --overwrite

@ ach-esx01.achubbard.local -

PuTTY

This will update the switch names. You can check this by running:

configstorecli config current get -c esx -g network_vss -k switches
Look at the output, it should reflect the changes that you made. You should now see iSCSI-SWO01 and

iSCSI-SW02. *You will need to reboot your host for these changes to take effect and for you to see
them in the vCenter web GUI*
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If you can, go ahead and reboot your host and verify the changes in vCenter.

Virtual switches

ay
_LAN

m

[
LA

£ Stan
Standard Switch: LAE WAN_SW
Standard Switch: ISCSI-5WO1
Standard Switch: iISC5I-SW02
standard Switch: wswitchO
: b Physical Adapters

Testing iSCSI Network Connectivity

Since we've gotten the network portion of our configuration up, we should probably test and verify that
it is working. You'll need PuTTY for this. Your hosts should have SSH enabled.

Do this on both hosts. Go to Configure > Services > SSH and click the Start button.
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Summary ~ Monitor  Configure  Permissions ~ VMs  Resource Pools  Datastores  Networks  Updates

Default VM

Services

Swap File Locatior

System v

¥ | Daemon

Open a PUTTY session to each host. Run the following command:
Ping 10.10.100.170
This will test the connectivity between both hosts and LAN5 on our

Synology.

# sch-esx02.achubbard.local - PuTTY — u] 'Y

Now, run the same command, but this time use LAN6's IP

Ping 10.10.101.180

72 P ach-esx02.achubbard.lacal - PUTTY = [u] %

We can take it one step further and run a similar check from our
Synology. We will also need to enable SSH on that box as well. Login to
the management interface of your Synology. Open Control Panel >
Terminal & SNMP.

Check off the box "Enable SSH service" and click apply.
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B control paner

A Q Terminal ~ SNMP

ur system. SSH/Telnet only supports logins from accounts belonging to the administrators group. Please refer to Terminal for more details

password for the login account and enable Auto Block for maximum system security.

B3 Terminal & SNMP

@ 1nfo Cente
B Login Porta

% Regional Options

Resey

Open PUTTY and connect to the management interface of your
Synology and login.

Let's test the connection to ACH-ESXO01 first.

Run the commands:

Sudo ping 10.10.100.162

Sudo ping 10.10.101.163

| ‘@ 192,168.25.166 - PuTTY = O *

Finally, let's test the connection to ACH-ESX02.
Run the commands:

Sudo ping 10.10.100.152

Sudo ping 10.10.101.153
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| @ 192.168.25.166 - PuTTY - O

We've proved out our network connections and that they're
functioning. We can now start to configure our iSCSI connections on
our hosts.

VMware iSCSI Configuration

We are getting close to the end of our journey here. We've got to add an iSCSI adapter to our hosts so
that we can create a new datastore. Navigate to Storage Adapters, click Add Software Adapter and then
click Add iSCSI Adapter. *Note this procedure is the same for your second host, ACH-ESX02*

Storage v Storage Adapters

Storage Adapters IPE e — I EEEE
P [ ach-esx0lachubbardlocal Stor

~  FH Hubb

onfiguration

Ld ACH-DNSO1
=} ol Endpoints
G ACH-HsO1
Ll ACH-KALI Networking v A
ol ACH-NETM Virtual switches

Click Ok.

b X

You will see a new adapter listed under storage adapters.
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ADD SOFTWARE ADAPTER v REFRESH RESCAN STORAGE
I Adagter > Model x Tyge x Status X Identifier
O & vmhbagd SCSI Software Adapter I5CS! Cnline
(i = vmhbaO Patsburg 6 Port SATA AHCI Controller Block SCSI Unknown -
O & vmhbal PERC H710P Mini (for monolithics) SAS Unknown -
(] L melalaann LD Cbmn e Fmbealla Dlmel crc P TR
[} EXPORT

Select our new adapter, vmhba64. Select the Static Discovery tab and click on the
Add button.

Storage Adapters

iscsi_vmk(ign.1998-01.com.v..

Advanced Options

ADD SOFTWARE ADAPTER v REFRESH RESCAN STORAGE RESCAN ADAPTER
Adapter T Model T Type T Status T Identifier
iSCSI Software Adapter Online

O & vmhba0 Patsburg 6 Port SATA AHCI Controller Block SCSI Unknown -

O & vmhbal PERC H710P Mini (for monoelithics) SAS Unknown -

O & vmhba32 USB Storage Controller Block SCS Unknown --

@ EXPORT~
Properties Devices Paths Dynamic Discovery Static Discovery Network Port Binding

ADD
D ISCSI server T Target Name

This is where we will add the two targets to our Synology.

*Note* - The iSCSI target name can be obtained by logging into your Synology, opening the SAN
Manager application, click on iSCSI. Find the "Copy IQN" link. You will paste that into both iSCSI
targets.

ign.2000-01.com.synology:ACH-NASO1.default-target. 7bfd12dbdca
Q

IQN:

Fill out the pertinent information:

1-The iSCSI Server IP is the IP of LAN 5 on my Synology, 10.10.100.170

2 - iSCSI Target Server Name - this is the IQN link we copied above. Paste it here.

3 - Uncheck "Inherit authentication settings from parent"

4 - Set the Authentication Method to "Use bidirectional CHAP" (This requires both the SAN and the Host
to authentication against each other)

5 - Enter the CHAP name and password

6 - Enter the Mutual CHAP name and password

7 - Click OK
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Add Static Target X

vmhbabt4
Server
iSCSI Server o 10.10.100.170
Port 3260

iSCSI Target Name e ign.2000-01.com.synology- ACH-NASO1.defaul

eD Inherit authentication settings from parent

eaumenlmahon Method Use bidirectional CHAP v

Outgoing CHAP Credentials (target authenticates the initiator)

Name [ use initiater name

e sanchap

Secret -

ncoming CHAP Credentials (initiator authenticates the target)

Name [[] use initiater name

e sanmutchap

Secret

Fill out the pertinent information:

1-The iSCSI Server IP is the IP of LAN 6 on my Synology, 10.10.101.180

2 -iSCSI Target Server Name - this is the IQN link we copied above. Paste it here.

3 - Uncheck "Inherit authentication settings from parent"

4 - Set the Authentication Method to "Use bidirectional CHAP" (This requires both the SAN and the Host
to authentication against each other)

5 - Enter the CHAP name and password

6 - Enter the Mutual CHAP name and password

7 - Click OK

Add Static Target X
9 vmhba64

Server

ISCSI Server o 10.10.101.180

Port 3260

iSCSI Target Name e ign.2000-01.com.synology:ACH-NASO1.defaul
e] Inherit authentication settings from parent

Authentication Method Use bidirectional CHAP e v

Outgoing CHAP Credentials (target authenticates the initiator)

Name E] Use initiator name
sanchap
Secret asarnrsaaans

ncoming CHAP Credentials (initiator authenticates the target)

Name E] Use initiater name
e sanmutchap
Secret asersrssineane

Under Static Discovery, you should now see both entries that you created.

Properties Devices Paths Dynamic Discovery Static Discovery Network Port Binding Advanced Options

ADD

() | iscsiserver T | TargetName

O | 1010.100.170:3260 ian.2000-01.com.synelogy:ACH-NASO1.default-target. 7hfd12dbdca
[ | 10.10.101.180:3260 ign.2000-01.com.synelogy:ACH-NASO1.default-target. 7hfd12dbdca
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Click on the Network Port Binding tab and click on the Add button.

Properties Devices Paths Dynamic Discovery Static Discovery Netwerk Pert Binding Advanced Options

O | port Group v | VMkernel Adapter v | Port Group Policy v | Path Status

Select both of your 10Gb NICs/vSwitches/Port Groups and click ok.
Bind vmhba64 with VMkernel Adapter X

O | porteroup ¥ | VMcemel Adapter ¥ | Physical Network Adapter v
(]| _© Management Network (vSwit

Ym0 5 vmnic (1GOit/s Ful

vmki vmnics (10 Gbit/s, Full)

vmk2 vmnic4 (10 Gbit/s, Full

= T Vet (TO67s. Fol

N - vmnic2 (1 Gbit/s, Full)
2@ 6items

Multiple items selected

You will see the path status as Not Used, this will change shortly.

Properties ~ Devices  Paths  Dynamic Discovery  Static Discovery  Network Port Binding  Advanced Options

DD

O | rortcrouw T | VMikemel Adapter v | Port Group Poiicy v | Pathstatus ¥ | Physicol Network Adapter v
0| @ iscsi-vmko1 (iscsi-swor) & vmki @ Compliant < Not used &5 vmnic5 (10 Gbit/s, Full)

O] © iscs-vMko2 (SCsi-swoz) m vmk2 © Complant & Not used vmnica (10 Gbit/s, Ful)

Move over to the Advanced Options tab and click Edit.

Properties Devices Paths Dynamic Discovery Static Discovery Network Port Binding Advanced Options

Find the following values and set them accordingly:

LoginTimeOut = 60
DelayedAck = Unchecked (Disabled)

Click Ok.

Advanced Options
Option T Description T Value
FirstBurstLength ISCS! option : Maximum unsolicited data in bytes intiator can send during t 262144
MaxBurstLength 1SCS| option - Maximum SCS| data payload in bytes in a Data-In or a solicite 262144
MaxRecvDataseglen ISCS| option - Maximum data segment length in bytes that can be recelved .. 131072
MaxCommands 1SCS! option : Maximum SCSI commands that can be queued on the Iscsiad.. 128
DefaultTimeToWait I5CS! aption : Minimum seconds to wait before attempting a logout or ana.. 2
DefaultTimeToRetain iSCS! option : Maximum seconds that a connection and task allegiance rein.. 0

I LoginTimeout iSCSI option - Time in seconds initiator will walt for the Loain response to fi 60 I
LogoutTimeout 1SCS! option : Time in seconds initiator will walt to get a response for Logo. 15
RecoveryTimeout 1SCSI option - Time In seconds that can elapse while a session recovery s p. o
NoopTimeout ISCS! aption : Time in seconds that can elapse before initiator receives a N 0
Noopinterval iSCS! aption : Time in seconds in between NOP-OUTS sent by the initiator t 5
InitR2T ISCS! aption : Whether to allow initiator to start sending data to a target as Enabled
ImmediateData iSCS! aption : Whether to allow initiator to send immediate (unsolicited) dat-. (@] Enabled
DelayedAck TSCST option - Whether to allow miliator to delay acknowledgement of rece- ] Enabled

Rescan the storage adapter after you've made the changes.

Configuring Shared Storage with VMware and a Synology NAS Page 32

19 items



Storage Adapters

& Due to recent configuration changes, a rescan of "vmhbat4" is recommended.

ADD SOFTWARE ADAPTER v REFRESH RESCAN STORAGE RESCAN ADAPTER
Adapter T Model T Type T Status
You will see that the Path Status is now set as Active.
v -vcenterotachubbard local
¥ YOENRI0L AohupRar oeal Storage v Storage Adapters
« [ HubbHome Datacenter p———
2 3 ADD SOFTWARE ADAPTERv  REFRESH  RESCAN STORAGE  RESCAN ADAPTER
v Storage Devices
ppm——— it Caen Coriaration Adapter Type Status dentifier Targets v | Devices v
N B Oniine vmk(ign.1998-O.com.v.
IS YO Fiters Patsburg 6 Port SATA AHCI Controller  Block SCS| Unknown
& ACH-KAL - 2 (for monolithics Jnknown 3
ACH-KALI Networking " O | ¢ vmnbar ERC H710P Mini (for monolithics) sas Unknowr 3 3
& ac G vmhba32 USB Storage Controller Block SCS! Unknown 1 1 1
3 ACHNETHOND) Virtual switches O ¢ &
M EXPORTw Aitems
& ACH-NEXTCLDOT VMkernel adapters
T Physical adapters
e Properties  Devices  Paths  Dynamic Discovery  Static Discovery  Network PortBinding  Advanced Options
TCP/IP configuration B £ L/ ¥ DENDR TN ncRg, i
& ACH-VULNOT
Virtual Machines v ADD
& AcH-wxo1 .
SRR S O | portcroup Y | VMkemel Adapter v | PortGroup Policy v | Pathstatus Y | Physical Network Adapter v
& Las-ocol Agent VM Setti
e IESTES 0| @ iscsivmkor iscsi-swon vmia @ Compliant @ Active @ vmnics (10 Gbités, Ful)
& Lae- Default VM Compatibility
Las-Fwerl O @ iscs-vMko2 (SCs-swo2) m vmk2 © Compliant & Active @ vmnica (10 Gbit/s, Fully
o Swap File Location
& Lag-wiNios
System v
v [® ach-esx02.achubbard local
Licensing u) 2items
A _ACHAPPOL
v | RecentTasks  Alarms
Task Name T g T stows | oetais T tator v | v ¥ | g time ¢ 7| competentime T | server v
Rescan HBA [l ach-esxot.achubbar. (© Completed VSPHERE LOCAL\Administrator 3ms 01/06/2022,8:27:38 01/06/2022, 8:27:41 A, ach-vcenterOl achubbard local
Update Internet SCSladv.. [ ach-esx0l.achubbar.. Completed VSPHERE LOCAL\Administrator 3 ms 01/06/2022, 8:27:01 01/06/2022, 8:27:01 ach-veenterol achubbard.local
Add virtual NIC to iSCS [ ach-esxOtachubbar.. @ Completed VSPHERE LOCAL\Administrator 2 ms 01/06/2022, 8:24:28 01/06/2022, 8:24:20 ach-vcenterOlachubbard local
Add virtual NIC to iSCSI B ach-esx01.achubbar. @ Completed VSPHERE LOCAL\Administrator 3ms 01/06/2022, 8:24:28 01/06/2022, 82428 ach-veenterO1.achubbard.local
=

After rescanning your adapter, if you move over to the Storage Devices menu, you should see your
Synology iSCSI Disk. We can work on create a datastore.

B ach-esxOlachubbard.local | :actions
Summary  Monitor  Configure  Permissions ~ VMs  Resource Pools  Datastores  Networks  Updates
Storage v Storage Devices
O teme Tlwn T e T cocy T | Dotstore Y| Qpememsl v [Madwwe ¥ D vy,
/M;m o sk (naa 6b0B3(e0ca68C500276¢63ad0A537934) o disk 20078 B AcHDS02  Attached Notsupport..  HDD s,
Networing . (=] sk (naa. 6b0B3fe0Ca6Bc500276c62€61019675) o disk 2722568 B ACH-DSOZ  Attach Not support. HDD s,
(O | Local USB Direct-Access (mpxvmhba32:Co: o aisk 1459 GB Not Consumed _ Attac Not support.  HDD B
v | S T e e = R R e R M =
™ exporr
Creating your datastore
We have to create the datastore on one host, then it will be presented to both
hosts. | will use ACH-ESXO01 to create the datastore. In the actions menu at the
top, to the right of your hostname, click it and find the Storage menu. Click New
Datastore to run through the datastore wizard.
El aCh -25X 01 .aCh u bba I’d ,|Oca | E] Actions - ach-esx0l.achubbard local
Summary Manitor Configure Permissi G New Virtual Machine... Datastores Netwo
S &' Deploy OVF Template...
Storage v torage
o ,
r (£} New Resource Pool...
Storage Adapters ADD SOFTW AN STORAGE  RESCAN.
Storage Devices £ New vApp...
Host Cache Configuration Adapt Y | Type
= ,
o Import WMs
Protocol Endpoints ter
I/O Filters O & Maintenance Mode » & AHCI Controller Bloc
Networking o O &= Connection ronolithics) SAS
N T O ra ler Bloc
irtual switches -
I EXPO Power >
VMkernel adapters
Certificates L4
Physical adapters
) ) Properties c
TCR/IP configuration o Storage * | Ef New Datastore...
Virtual Machines v ApD (& Add Networking... [& Rescan Storage...
VM Startup/Shutdown M mean e
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Select VMFS and click Next.

New Datastore Type 5

Specify datastore type

1 Type © vMFs

Create a VMFS datastore on a disk/LUN,

O NFs

Create an NFS datastore on an NFS share over the network.

O wvol

Create a Virtual Volumes datastore on a storage container connected to a storage provider.

CANCEL NEXT

Give your datastore a name. Keeping with my naming schemes, | am going with ACH-SAN-DSO1. Select
the Synology iSCSI Disk and click next.

New Datastore Name and device selection X

| 1 Type

Specify datastore name and a disk/LUN for provisioning the datastore.

Name ACH-SAN-DSO] |
2 Name and device selection
T v T v * v | Clustered

Name . Capacity Hardware Drive Sector

Acceleration Type Format
Supported

1 13.97 TB ported HDD 512n No

il | 1item

Select VMFS 6 and hit next.
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New Datastore VMFS version X

Specify the VMFS version for the datastore.

1 Type © vMFs e

VMFS 6 enables advanced format (512e) and automatic space reclamation support.

2 Name and device selection

O vMFs 5
VMFS 5 enables 2+TB LUN support

| am going to use all of the available space for this Datastore. If you were going to split it up, this is
where you would do so. Adjust the size of your Datastore and hit the next button.
New Datastore Partition configuration X
Review the disk layout and specify partition configuration details.
1 Type
Partition Configuration Use all available partitions v
2 Name and device selection
Datastore Size Y 14301 GB
3 VMFS version
Block size 1MB v
Partition configuration
Space Reclamation Granularity 1MB v
Space Reclamation Priority Low

Empty 120,78

CANCEL

NEXT

Just like in the vSwitch section, VMWare doesn't give you the option to name your Datastore. Take a
look at the summary page and verify your settings are correct. Hit the finish button.

New Datastore Ready to complete %
Review your selections before finishing the wizard
T Type v Name and device selection
Datastore name Datastore

2 Name and device selection
Disk/LUN SYNOLOGY iSCSI Disk (naa.6001405c8159194db6d9d4b57d8520d7)

3 VMFS version v VMFS version

B Version VMFS 6
4 Partition configuration

v Partition configuration

5 Ready to complete Datastore size 1297 T8

Partition format GPT

Block size 1MB

Space reclamation 1MB

granularity

Spaci reclamation Low: Deleted or unmapped blocks are reclaimed on the LUN at low priority
priority

CANCEL

FINISH
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You'll now see your brand new Datastore and can begin using it if you'd like.

[ ach-esxOl.achubbard.local ! ACTIONS
Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates
D Name + Status Type E‘EJ:!?’NE Capacity Free
D B acH-Dso1 ~ Normal VMFS 6 327 TB 286TB
D B aAcH-Ds02 " Normal VMFS 6 4097TB 2878
D E ACH-DS03 ~" MNormal VMFS 6 272 GB 164.88 GB
| [} E Datastore ~ Normal VMFS 6 13.97 TB 13.96 TB I

At this point, ACH-ESX01 should see your new datastore and be able to
use it. You can migrate or create VMs on it. Let's add our new datastore
to ACH-ESX02.

In vCenter, select host ACH-ESX02. Click on Configure and go to Storage
Devices. You MAY need to hit the Refresh button in order to see the
Synology iSCSI Disk.

<

[ ach-esx02.achubbard.local | :acrions
Summary  Montor  Configure  Permissions  VMs  ResourcePools  Datastores  Networks  Updates
Storage ~ e Devices

Networking v

Now, if you move over to the Datastores tab, you should see the
Datastore, ACH-SAN-DSO01, that we created above. Now both hosts can
see and use the Datastore.

<

[® ach-esx02.achubbard.local | :actions
@ <] Summary Monitor Configure Permissions VMs Resource Poals - Networks Updates
Qi ACH-VEEAMUT
& ACH-VULNO1
B AGH-WXO! O | Name 1 | status Type e Capacity Free
& Las-DCo1 |E] i B ACH-SAN-DSO1 + Normal  VMFS6 13.97 TB 13.96 TB
& L as-rwol T+ & R/30-D50 Normar TFS 6 GRS TS
D E R730-DS02 ~ Normal VMFS 6 557.5GB 3408GB
6 LAB-WINICB
Bl [/ ach-esx02 achubbard local
Synology Hosts
At this point, your setup is functioning. You can use it as it is. But | want to take a little further. Let's
tighten up our configuration. This will allow only the configured hosts access to the SAN. Within the SAN
Manager, click on Host and then Add.
[ 5AN Manager ? — A X

B8 overview

B wn

@ iscs1

@ Fibre Channel
@ Snapshot

£ Settings

= Log

Click Start.
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Add Host

Host

Hosts help you configure LUN permissions and set an alias for initiators on your
VMware ESXi, Windows, and other servers. You won't need to memaorize the long
IQMNs or WWPNs that represent your servers when managing them.

Read /Write

Read Only

Host LUN

VMware ESXi, Windows, etc

Enter the name of the host and a description. | will start with ACH-ESX01. Leave the operating system as
Vmware ESXi and the protocol as iSCSI. Check off one of your initiators. Click next.

Add Host

Specify host properties

Name: ACH-ESX01
Description: ACH-ESX01
Operating System: VMware ESXi -
Protocol: ISCSI =

Select an initiator for the host from the list below. If the initiator you want is not
listed, you can add it manually.

Add Initiator

= Initiator (IQM/WYWPNY 4 Tyoe
v ign.1998-01.com.vmware:ach-esx01.achubbard.lo..  Discovered
ign.1998-01.com.vmware: ach-esx02.achubbard.lo...  Discovered

Mote: Initiators already assigned to other hosts are not listed above.

Back Next

Set the LUN permissions as Read/Write and click next.
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Add Host

Set LUN permissions

Confirm your settings and click done.

Add Host

Confirm Settings

Item

Host

Description
Operating System
Protocol

Initiator

Permission

LUN Description Permission
ACHLUN ACH VMware LUN Read/Write -
Back

Value

ACH-ESX01

ACH-ESX01

VMware ESXi

iSCSI
ign.1998-01.com.vmware:ach-esx01.achubb...

ACHLUN (Read/Write)

Repeat this process for ACH-ESX02. Click the Add button and run through the above steps to add ACH-

ESX02.

%; SAN Manager

B Overview Edit Remove

@ i Description Qperating System
ACH-ESX01 ACH-ESX01 VMware ESXi

@ iscsi

&) Fibre Channel

E] Host

ACH-ESX02 Synology Host Summary
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Add Host

Confirm Settings

Item Valye

Host ACH-ESX02

Description ACH-ESX02

Operating System VMware ESXi

Protocol iISCSI

Initiator ign.1998-01.com.vmware:ach-esx02.achubb...
Permission ACHLUN (Read/Write)

You should now see the hosts (ACH-ESX01 and ACH-ESX02) that you just added in the host section of

your Synology.
[Ega SAN Manager ? — O x
E Overview Add Edit Remove
a wn Host Description Operating System Protocal Initiator | LUN
ACH-ESX01 ACH-ESX01 VMware ESXi iscs1 1 1
@ iscst ACH-ESX02 ACH-ESX02 VMware ESXi iscs1 1 1
@ Fibre Channel
B Host
@ Snapshot
£ Settings
ACH-ESX01
Initiator iqn.1998-01.com.vmware:ach-esx01.achubbard.local: 1416674791:64
LUN
LUN Permission Status
ACHLUN Read/Write Healthy

Still in SAN Manager, click the LUN button on the left hand side. You should notice under the permission
section it is currently set to allow all. This will allow any initiator to communicate with the LUN. We want
to lock it down so that only our hosts can connect to it. Click the edit button.

[fa SAN Manager ? - A
& Overview Create  Edit  Delete  Clone  Defrag -
g LUN ACHLUN - Healthy
Located on Volume 1, iSCSI 270.5MB/ 14 TB
@ iscst Status: Healthy
bre Channel Description: ACH VMware LUN
Fibre Channel
@ Total capacity: 1478
E Host Used: 270.5MB i
Space allocation: Thin Provisioning
@ Snapshot Advanced features: Hardware-assisted zeroing, Hardware-assisted locking, Hardware-
assisted data transfer, Space reclamation, Snapshot
£ Settings Location volume 1
olume Status: Health,
Permission: Allow all
Mapped targets
Synology iSCSI Target Connected

Go to the Permission tab. Again, you will see that it is set to Allow all.
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B8 overview

B Lun

@ iscs1

) Fibre Channel
E] Host

& Snapshot

£} Settings

= Log

Create Edit

Edit

Properties

Delete Clone Defrag -

Mapping Permission Cache

Set permissions for hosts and initiators to the LUN. Learn more about hosts and

initiators.

Permission:

Allow all

All hosts and initiators have read/write permission to the LUN

Cancel Save

Switch Allow all to Custom. Set both hosts permission to Read/Write. Click Save.

& overview

B wn

@ iscs1

) Fibre Channel
E] Host

& Snapshot

£} Settings

= Log

Create Edit

Edit

Properties

Delete Clone Defrag -

Mapping Permission Cache

Set permissions for hosts and initiators to the LUN. Learn more about hosts and

initiators.

Permission: Custom *
Customize each host's permissions to the LUN. Initiators not
added as hosts are not allowed to access the LUN.

Host Operating System Prof Permis:
ACH-ESX01 VMware ESXi iSCSI Read/Write ~
ACH-ESX02 VMware ESXi iSCSI

You will receive a warning message. Press yes or no accordingly.

This action will interrupt the initiators' access to the LUN and may thus cause data loss or
corruption. You are highly advised to disconnect the initiators before medifying the

setting.

Are you sure you want to continue?

Looking at the LUN section of the SAN Manager, you can now see under the permission section that only

ACH-ESXO01 has access to this LUN.
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5 SAN Manager ?2 — A X

B overview Create Edit Delete Clone Defrag ~

g LUN ACHLUN - Healthy N
Located on Volume 1, iSCSI 270.5MB/ 14 TB

@ iscst Status: Healthy
Description: ACH VMware LUN

@ fFibre Channel Total capacity: 14 T8

a Host Used: 270.5MB i
Space allocation: Thin Provisioning

@ snapshot Advanced features: Hardware-assisted zeroing, Hardware-assisted locking, Hardware-

assisted data transfer, Space reclamation, Snapshot
£ settings Location: Volume 1
= Log Volume Status: Healthy

Permission:

ACH-ESX01 ACH-ESX01 Read/Write

ACH-ESX02 ACH-ESX02 Read/Write

Mapped targets

Synology iSCSI Target Connected

If you go to the iSCSI tab in the left hand column, under Service Status, you should
see both of your hosts listed.

E‘&, SAN Manager ?

- A
B Overview Create Edit Disable
9 LUN Synology iSCSI Target - Connected N
ign.2000-01.com.synology:ACH-NASQ1.default-target.7bfd12dbdca
@ iscsl Name: Synology iSCSI Target
IQN: ign.2000-01.com.synology:ACH-NASO1.default-target.7bfd12dbdca
&) Fibre Channel s
E Service Status: ACH-ESX02 (10.10.100.152)
Ll ACH-ESX02 (10.10.101.153)
ACH-ESX01 (10.10.101.163)
@ snapshot ACH-ESX01 (10.10.100.162)
TIotnar CHAP
£} Settings
Multiple Sessions: Enable
= Log Header digest: Disable
Data digest: Disable
Maximum receive segment bytes: 262144 Bytes
Maximum send segment bytes: 262144 Bytes
Mapped LUNs
Used / Total Status
ACHLUN 270.5MB / 14 TB Healthy
Summary

In summary, | hope this guide helps you get shared storage with your Synology
and Vmware cluster setup in your environment. If you liked this video, please
consider subscribing and liking it below. You can follow along in two places, on
Instagram @ach_sysadmin and on my blog site, achubbard.com where | will have
a full write up on the project. Thanks for watching and | will see you in the next
video.
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